(updated 12/5/2025)

Privacy Polic
Y Y \eaping forwarg for 5

eptile NVAS
The Froglife Trust is committed to protecting the privacy of our repliies & am ph\\)\

customers, website visitors and App users. Our relationship with
you is valuable and we understand the importance you place on the privacy and security of
information that personally identifies you.

This policy sets out the data processing practices carried out through the use of the Internet and
any other electronic communications networks by The Froglife Trust.

Data protection responsibility

Froglife has appointed Kathy Wormald as our Data Protection Lead who oversees our
compliance with data protection regulations. For any data protection queries, she can be
contacted at: info@froglife.org or 01733 602102.

The information we collect

Although you are not required to provide us with personal data in order to browse our website,
we do collect personal data from visitors who purchase items from the website shop, or use
online forms or services, or email us their details through our information service.

For email sign-ups and newsletter subscriptions, we collect:

Your name (optional)

Email address

Preferences

Information about your engagement with our emails (such as which emails you open or
links you click)

This information helps us tailor our communications to your interests and measure the
effectiveness of our campaigns. We process this data under legitimate interest as our lawful
basis under GDPR. When we ask for your information, we will comply with the law, including the
Data Protection Act 2018 and UK GDPR.
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Lawful bases for processing personal data

We process personal data under the following lawful bases:

- Legitimate interest: For communications about our work, fundraising appeals, and events
- Contract: When processing donations, purchases, or volunteer applications

- Legal obligation: For tax and regulatory compliance purposes

Subscriptions and newsletters

Users of our website may register for e-mail newsletters and news updates. This service is
entirely optional, and you may unsubscribe at any time.

Email communications and fundraising

When you provide your email address to receive our newsletters or updates, we process this
data based on our legitimate interest to keep you informed about our conservation work, events,
and fundraising activities that support our charitable mission.

We believe that people who have shown interest in our work by subscribing to our
communications have a reasonable expectation to hear about ways they can support our
conservation efforts through donations and fundraising appeals.

We will always respect your privacy rights. You can opt out of receiving fundraising
communications or unsubscribe from all communications at any time by:

- Clicking the 'unsubscribe' link in any email we send

- Contacting us at: info@froglife.org

- Writing to us at: Froglife, Brightfield Business Hub, Bakewell Road, Orton Southgate,
Peterborough, PE2 6XU

Our fundraising communications are designed to be relevant, proportionate, and non-intrusive.
We will never sell or share your personal data with other organisations for their marketing
purposes.

Crowdfunding and special appeals

From time to time, we may contact our subscribers about specific fundraising initiatives such as
crowdfunding campaigns. These communications fall under our legitimate interest to raise funds
for our conservation work. Each crowdfunding appeal will clearly identify Froglife as the sender
and explain how your support will help our mission.
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You can unsubscribe from our crowdfunding and special appeals at any time via the
unsubscribe link without unsubscribing from the rest of our communications.

Use of cookies

What are cookies?

Cookies are small pieces of data, stored in text files, that are stored on your computer or other
device when websites are loaded in a browser. They are widely used to

‘remember’ you and your preferences, either for a single visit (through a ’session cookie’) or for
multiple repeat visits (using a ‘persistent cookie’). They ensure a consistent and efficient
experience for visitors, and perform essential functions such as

allowing users to register and remain logged in. Cookies may be set by the site that you are
visiting (known as ‘first party cookies’), or by other websites who serve up content on that site
(‘third party cookies’).

The use of cookies is now standard for most websites. If you are uncomfortable with the use of
cookies, you can manage and control them, allowing or blocking them through your browser,
including removing cookies and revoke consent by deleting them from your ‘browser history’
(cache) when you leave the site or at any moment.

To learn more about cookies configuration, please check your browser help. Here you will find
info about most popular browsers:

« Mozilla Firefox
e« Google Chrome

o Explorer
e Opera
e Safari

You need to be aware that if you do not accept cookies this site or part of it may not work
properly. You may also still have old cookies stored on your computer from a previous visit, but
you can remove these by clearing your ‘browser history’ (cache) as detailed above.

Types of cookies

e ‘Session’ cookies remain in your browser during your browser session only, ie until
you leave the website.


https://support.mozilla.org/es/kb/cookies-informacion-que-los-sitios-web-guardan-en-
https://support.google.com/chrome/answer/95647
http://windows.microsoft.com/es-es/windows7/how-to-manage-cookies-in-internet-explorer-9
http://help.opera.com/Linux/10.60/es-ES/cookies.html
http://support.apple.com/kb/ph17191

o ‘Persistent’ cookies remain in your browser after the session (unless deleted by
you).

o ‘Performance’ cookies collect information about your use of the website, such as
webpages visited and any error messages; they do not collect personally
identifiable information, and the information collected is aggregated such that it is
anonymous. Performance cookies are used to improve how a website works.

e ‘Functionality’ cookies allow the website to remember any choices you make about
the website (such as changes to text size, customised pages) or enable services
such as commenting on a blog.

Use of cookies on this website

To give you the best experience on the cookie management side, we classify cookies of this
website in four categories, based on their purpose: Strictly Necessary, Functionality, and
Performance.

Use of cookies on the Toads on Roads Portal:

https://toadsonroads.froglife.org/ uses an authentication cookie to keep users logged in.

The following tables explain the way in which we use cookies on this website.

Strictly Necessary (essential cookies):

These cookies are strictly necessary for this website and its features to work properly. E.g.:
authentication cookies.
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Cookie Cookie Name Expiration Time Description
WordPress wordpress_test_cookie session WordPress test cookie

WordPress also sets a few wp-settings-[UID] cookies.

The number on the end is your individual user ID from the
WordPress Wp-settings =1 year users database table.

This is used to customize your view of admin interface, and

possibly also the main site interface.

WordPress also sets a few wp-settings-{time}-[UID] cookies.

The number on the end is your individual user ID from the

WordPress wp-settings-time- =1 year

users database table. This is used to customize your view of

admin interface, and possibly also the main site interface.
All-in-One Event Calendar ailec_calendar_url Session Used to display upcoming events.

Cookie tracking set by Google to protect users against sites
Google NID 6 months known to be intrusive. Used for our Google powered search

bar.

Google consent setting. Used for our Google powered
Google CONSENT 20 years

search bar.

Functionality:

These cookies enable us to improve the functionality and usability of our website and to provide
various features. E.g.: Functionality cookies can be used to store search results, language,
character dimensions.

Cookie Cookie Name Expiration Time Description
Cookie Policy Plugin euCookie Session Used to check if a visitor has agreed to our cookie policy.
Performance:

These cookies collect information about how you use websites. Performance cookies help us,
for example, to identify especially popular areas of our website. In this way, we can adapt the
content of our websites more specifically to your needs and thereby improve what we offer you.



Cookie
Google analytics
Google analytics

Google analytics

Google analytics

Google analytics

Cookie Name

_Ba
_gid

_gat

AMP_TOKEN

_gac_

Third party cookies

Expiration Time
2 years
24 hours

1 minute

30s - 1yr

90 days

Description

Used to distinguish users.
Used to distinguish users.
Used to throttle request rate.

Contains a token that can be used to retrieve a Client ID
from AMP Client ID service. Other possible values indicate
opt-out, inflight request or an error retrieving a Client ID

from AMP Client ID service.

Contains campaign related information for the user. If you
have linked your Google Analytics and AdWords accounts,

AdWords website conversion tags will read this cookie

unless you opt-out. Click here to learn more.

Cookies are set on some pages by third party products and services. Some pages use third
party services or software, such as maps, online videos or social networking features. Many of
these services may set cookies in your browser. Here is a list of third party cookies on this

website:

Cookie

Google Calendar

Google Maps

Issuu.com

Cookie Name

__utmz, __utma,__utmb,
N_T, PP_TOS_ACK, SNID,

GAPS, NID, PREF, S

SID, SAPISID, APISID, SSID,

HSID, NID, PREF

ca,d, iutk

Expiration Time

All the cookies are
immediately deleted or
expire within 4 months,
except for PREF and GAPS,

which last for 2 years.

Most of the cookies expire 10
years after your last visit to a
page containing a Google

Map.

Most of the cookies expire 10
years after your last visit to a
page containing an Issuu

publication.

Description

Google set a number of cookies on any page thatincludes a
Google Calendar. While we have no control over the cookies
set by Google, they appear to include a mixture of pieces of
information to measure the number and behaviour of
Google Calendar users, as well as information about which
calendar you are viewing, and which tab you are currently
on. Various unique identifiers stored, except for PREF which

stores your options such as preferred zoom level.

Google set a number of cookies on any page that includes a
Google Map. While we have no control over the cookies set
by Google, they appear to include a mixture of pieces of
information to measure the number and behaviour of

Google Maps users.

Issuu set a number of cookies on any page that includes an
embedded publication. While we have no control over the
cookies set by Issuu they are used to embed online versions

of our publications on some pages. Click here to learn more.



SoundCloud

YouTube

Vimeo

Twitter

Instagram

SID, LOGIN, _INFO,
use_hotbox, PREF, SSID,
watched_video_id_list,
__utma, __utmz,
demographics,

VISITOR_INFO1_LIVE

51D, LOGIN, _INFO,
use_hotbox, PREF, SSID,
watched_video_id_list,
__utma, __utmz,
demographics,

VISITOR_INFO1_LIVE

__utma, __utmb, __utmc,
__utmv, __utmz, last_page,
embed_preferences,
has_logged_in,
stats_start_date,
stats_end_date, CAL, GAPS,
N_T, S_adsense,
adsenseReferralSourceld,
adsenseReferralSubld,
adsenseReferralUrl,
adsenseReferralUrlQuery,

APISID, HSID, NID, PREF,

auth_token, guest_id,

_twitter_sess, kdt,

personalization_id,
external_referer, dnt,

remember_checked_on.

csrftoken, mid, rur, urlgen

Most of the cookies expire 10
years after your last visit to a
page containing a

Soundcloud file.

Most of the cookies expire 10
years after your last visit to a
page containing a YouTube

video.

Most of the cookies expire 10
years after your last visitto a
page containing a Vimeo

video.

Most of the cookies expire 10

years after your last visit to a
page containing a Twitter

feed/button.

Most of the cookies expire 10

years after your last visit to a
page containing an

Instagram feed.

SoundCloud set a number of cookies on any page that
includes an embedded SoundCloud audio file. While we
have no control over the cookies set by SoundCloud they

allow users to watch listen to audio files on this website.

We embed videos on our website from YouTube. YouTube
set a number of cookies on any page thatincludes a
YouTube Video. While we have no control over the cookies
set by YouTube, they are used for profiling and targeting for
advertising, to track video statistics such as views and store

user preferences. Click here to learn more.

We embed videos on our website from Vimeo. Vimeo sets a
number of cookies on any page that embeds a Vimeo video.
While we have no control over these cookies, they appear to
include a mixture of pieces of information to measure the
number and behaviour of Vimeo viewers, to hold
information about current viewing video settings as well as
a personal identification token, if you are logged into Vimeo.

Click here to learn more.

Twitter set a series of cookies on any page that includes a

Twitter feed. €tickhere to learn more.

Used to display Instagram feed on the website.



Website usage data

With or without cookies, our website keeps track of usage data such as the source address of a
page request (i.e. your IP address and domain name), the date and time of the page request,
the referring website (if any) and other parameters in the URL (e.g. search criteria). We use this
data to better understand the use of our website by visitors and to identify user preferences.
This information is stored in log files and is used for aggregated and statistical reporting but is
not attributed to you as an individual.

Supporter research and profiling

To help us fundraise efficiently and appropriately, we may analyse donation history and
engagement with our charity to better understand our supporters' interests. This helps us
ensure our communications are relevant.

We may occasionally conduct research using information that is publicly available (such as from
company websites, social media profiles, charity commission records, or news articles) to better
understand the interests and potential capacity of our supporters.

This research helps us tailor our communications and make appropriate fundraising

requests. We only use information you have provided to us directly, through your engagement
with our communications, or that is readily available in the public domain. We do not purchase
external data for wealth screening or profiling purposes.

All research and profiling activities are conducted in a way that is respectful, non-intrusive, and
proportionate to the nature of your relationship with us.

You have the right to object to this type of processing at any time by contacting us at:
info@froglife.org

Security

We recognise industry standards and employ security safeguards to protect information from
unauthorised access and misuse. We use the most accurate and current information you
provide in order to process your request. Furthermore, whenever you transmit sensitive
information such as billing or credit card information to us through our website, we provide you
access to our secure server that allows encryption across the Internet.

Sharing and storing your data

We may share your data with carefully selected service providers who help us operate our
charity effectively.


mailto:info@froglife.org

Our primary email communications platforms are MailJet and MailChimp, which offer strong
data protection features. You can find more information on these below:

¢ MailJet data protection features
¢ MailChimp data protection features

We have data processing agreements with all our service providers, including MailJet and
MailChimp, ensuring they maintain appropriate security measures and only process your data
according to our instructions.

Some of our other service providers may be based outside the UK. When transferring data
internationally, we ensure adequate safeguards are in place to protect your information in
compliance with UK data protection laws.

We store your data securely using appropriate technical and organisational measures to prevent
unauthorised access, alteration, disclosure or destruction of your personal information.

User submissions

Any materials, information or other communication that you transmit or post to our website
(other than your personal information) will be considered non-confidential and non-proprietary,
unless we are advised to the contrary. You are accordingly requested not to post confidential or
proprietary information to our website.

Legacy giving

If you inform us that you have left a gift to Froglife in your will, we will record this information.
This information is held securely and is only accessible by appropriate staff members.

Other websites

Our website may contain links to other websites which are outside of our control and are not
covered by this Privacy Policy. If you access other sites using the links provided, the operators
of these sites may collect information from you which will be used by them in accordance with
their privacy policy, which may differ from ours.

Internet-based transfers

Given that the internet is a global environment, using the Internet to collect and process
personal data necessarily involves the transmission of data on an international basis. Therefore,
by browsing this website and communicating electronically with us, you acknowledge and agree
to our processing of personal data in this way.


https://documentation.mailjet.com/hc/en-us/articles/360043225253-Is-Mailjet-GDPR-compliant
https://mailchimp.com/gdpr/?igaag=160461836094&igaat=&igacm=21247734929&igacr=698073815179&igakw=mailchimp%20gdpr%20compliance&igamt=e&igant=g&ds_c=DEPT_AOC_Google_Search_UKI_EN_Brand_Acquire_Omega_MKAG_UKI&ds_kids=p80048369286&ds_a_lid=kwd-429357598290&ds_cid=71700000118582195&ds_agid=58700008710455182&gad_source=1&gad_campaignid=21247734929&gbraid=0AAAAADh1Fp1toIz-JU-bzzTTXiXc1QRU3&gclid=CjwKCAjwuIbBBhBvEiwAsNypvRBU47D1q2Ya-F_vNtX87VwkEF0yBFXJaSrIu5RNkZnordicM95N-xoCeXoQAvD_BwE&gclsrc=aw.ds

Froglife’s Dragon Finder App

While you are not required to provide us with personal data in order to submit a sighting through
the App, you may wish to enter personal data. The data that you can choose to enter is as
follows:

1. Personal data:

e Name and Email

2. Observational data:

(@) Location —which may include a postcode if manually entered.

If you do choose to submit this data it will only be used for the services you have requested or to
respond to your enquiries. Under no circumstances will this data be supplied to any other party
for any purpose.

The App will record your location, if for any reason it does not automatically record your
location, you will be asked to manually record this. This will be cached and stored in encrypted
form on your handset. We will use the location data to identify where your sighting is located.
This information will not be accessed by any other party for any purpose.

App users aged under 16

If you aged under 16, please ensure that you obtain your parent or guardian’s consent before
sending any personal information to the App.

Copyright and reproductions

All page content made available on the website and App is the Copyright of The Froglife Trust
unless otherwise stated.

All photographs are Copyright of The Froglife Trust or their individual owner unless otherwise
stated.

Your data protection rights

Under data protection law, you have rights including:



- Right to access your personal data

- Right to rectification of inaccurate data

- Right to erasure (in certain circumstances)

- Right to restriction of processing

- Right to data portability

- Right to object to processing based on legitimate interests

To exercise any of these rights, please contact us at: info@froglife.org We will respond to all
legitimate requests within one month.

If you are not satisfied with our response, you have the right to lodge a complaint with the
Information Commissioner's Office (ICO) at ico.org.uk or 0303 123 1113.

Changes to privacy policy

We may review and edit this policy from time to time. If we make any substantial changes we
will notify you by posting a prominent announcement on our web pages.
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